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SUMMARY 

This  memorandum  describes  a  system  that  monitors  a  communications  channel 
and  logs  details  of  interfering  signals.  An  overview  of  the  system  hardware 
configuration  and  a  detailed  description  of  the  software  is  provided.  The  system 
consists  of  software  for  lagging  signals  that  occur  in  the  channel  and 
independent  software  for  analysis  of  the  logged  data. 
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Overview 


Overall  Requirement 

To  produce  an  automated  system  to  monitor  a  communications 
channel  and  record  the  details  of  interfering  signals  present  in  the 
channel. 


System  Requirement 

The  System  to  fulfill  the  above  requirement  was  specifically 
designed  to  monitor  a  channel  where  users  occupy  the  channel  in 
Time  Division  Multiple  Access  (T.D.M.A.).  Monitored  data  is  stored  and 
analysed  separately  using  distinct  pieces  of  software  ,  ‘INTLOG’  is 
the  monitoring  software  and  ‘INTDISP’  is  the  analysis  and  display- 
software. 


System  Pgsuin 

The  system  configuration  shown  in  figure  1.1  describes  the 
hardware  and  software  relationship. 

The  system  configuration  is  shown  using  two  computers:  This 
enables  analysis  to  be  performed  at  the  same  time  as  the  data 
monitoring.  The  system  can  be  run  with  a  single  computer  but  then 
monitoring  and  analysis  cannot  be  performed  in  parallel. 


s  f  an*  t 


Figure  1.1  -  System  Configuration 


The  software  TNTLOG’  monitors  the  channel  in  quarter  hour 
segments.  Using  operator  defined  parameters  to  define  resolution,  the 
software  logs  the  details  of  any  interference. 

For  each  user  defined  frequency  slot,  every  quarter  of  an  hour 
a  record  is  made  of  the  length  of  time  during  that  monitoring  period 
that  an  interferer  occurred  at  discrete  signal  to  noise  density 
(S.N.D.)  levels.  A  two  dimensional  array  of  data  is  recorded  into  a 
separate  data  file  for  each  monitoring  period.  The  data  can  then  be 
read  by  INTDISP  (complementary  software  to  INTLOG)  which  will 
display  (and  output)  the  data  in  many  different  forms,  according  to 
the  information  required. 


Input  Signal 


Figure  2.1  •  Representation  Of  Hardware  Required 
For  Operation  Of  ‘INTLOG’ 
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S.N.D.  resolution  ^dBHz^  : 

The  level  of  any  interference  is  given  as  being  within  a 
S.N.D.  slot,  (i.e.  between  the  minimum  and  maximum  dBHz  of  that 
slot),  rather  than  an  exact  value.  This  enables  more  economic 
storage  of  the  recorded  data. 


ii.  User-Earametets 

Time  and  date  : 

Displayed  in  the  top  right  hand  corner  of  the  screen  and 
regularly  updated,  this  is  internally  generated  and  need  only 
to  be  reset  when  the  computer  is  first  switched  on.  This  time 
is  used  as  the  reference  to  start  monitoring  periods  and 
should  be  entered  accurately. 

Filename  prefix  ; 

The  data  files  used  to  store  the  monitoring  results  are 
sequentially  named  files  with  the  prefix  entered  and  a  suffix 
taken  from  the  monitoring  period  number  (starting  from  zero). 
When  the  prefix  is  entered  the  first  data  file  (prefix{0})  is 
checked  to  ensure  it  does  not  already  exist.  It  is  assumed  that 
if  this  file  does  not  exist  then  subsequent  versions  in  the 
sequential  list  also  do  not  exist  (note  that  an  error  will  be 
produced  if  they  do). 

Start  time  and  date  of  monitorina  : 

This  is  calculated  as  the  next  whole  quarter  hour  cycle  to 
occur,  but  can  be  set  to  any  time  and  date  later  than  the 
actual  time  and  date.  If  the  start  time  is  missed,  the  software 
will  wait  for  the  next  quarter  hour  and  continue  for  the  number 
of  periods  required  (i.e.  the  number  of  sampling  periods  will 
not  be  reduced). 

Duration  of  monitoring  (finish  time)  : 

Either;  the  number  of  periods  (quarter  hours)  can  be 
entered  and  the  finish  time  will  reflect  this  value  or  the  finish 
time  and  date  can  be  set  and  the  number  of  sampling  intervals 
will  be  set  from  this  value. 


2.3.3  Setup  Spectrum  Analyser 

Setting  the  spectrum  analyser  involves  first  checking  that  the 
analyser  is  not  in  any  error  mode  (e.g.  external  reference  missing), 
by  doing  a  serial  poll  of  the  device,  and  interrogating  the  status 
byte.  If  there  is  an  error  the  user  is  warned  and  the  program  will  not 
proceed  until  the  error  is  cleared  (every  4  seconds  the  analyser  is 
rechecked  until  the  error  is  cleared). 

Once  the  analyser  is  found  to  be  error  free  the  calibration 
parameters  are  set  on  the  analyser. 


2.3.2  Parameter  Initialization 


The  definable  parameters  in  the  software  are  split  into  2  groups: 
calibration  parameters  and  user  parameters. 

The  first  group,  (calibration  parameters),  deal  with  aspects 
concerning  the  channel  to  be  monitored.  The  second  group,  (user 
parameters),  define  the  monitoring  period  and  data  file  name  to  be 
used. 

The  parameters  are  initially  read  from  a  default  file  which  can 
be  updated  to  contain  the  latest  user  defined  values.  Choice  is  given 
to  change  the  parameters  via  softkey  commands,  which  when  used 
prompt  for  the  relevant  value,  (the  prompt  includes  the  required 
resolution  and  units  for  each  input  values). 

i.  Calibration  Parameters 

Centre  freouencv  (MHz) : 

Indicates  the  centre  of  the  monitoring  band,  as  well  as  the 
value  sent  to  the  spectrum  analyser  as  its  centre  frequency. 

Frequency  ranee  tkHzl  ; 

The  maximum  and  minimum  frequencies  of  the  center  of  the 
frequency  slots,  (that  can  be  accommodated  by  the  frequency 
range  using  the  step  size  (width)  defined)  are  displayed.  The 
reference  slot  is  a  single  slot  in  the  center  of  the  band,  thus 
there  is  always  an  odd  number  of  slots. 

Resolution  bandwidth  (kHzl.  Video  bandwidth  (kHz).  Sweep 
(msec)  : 

These  are  all  directly  relevant  to  the  analyser  display 
and  can  often  best  be  set  by  using  the  auto  function  of  the 
analyser  and  then  entering  the  values  into  the  software.  If  the 
values  are  not  entered  the  software  will  reset  them  to  the 
values  in  the  parameter  list.  The  Spectrum  Analyser  users 
manual  should  be  referred  to  for  the  use  of  these  functions. 

Video  averaaes  : 

Video  averaging  can  be  used  and  the  resulting  averaged 
signal  is  the  signal  analysed  for  interferers.  It  is  up  to  the 
user  to  define  the  number  of  averages,  with  due  consideration 
to  the  advantages  of  averaged  noise  and  the  possibility  of 
diminishing  the  level  of  a  high  level,  but  short  period, 
interfering  signal. 

Threshold  level  MBHzl : 

This  level  determines  the  minimum  S.N.D.  level  at  which  any 
signal  is  recorded  as  interference. 

Maximum  level  (dBHzl : 

This  level  defines  the  upper  limit  of  any  recorded  S.N.D. 
levels  and  if  exceeded  a  value  is  recorded  as  being  at  this 
level.  Thus  any  values  in  the  top  S.N.D.  slot  should  be 
regarded  as  equal  or  greater  than,  not  just  equal  to  as  other 
slots  should. 


2.3.4  Calibration  Of  The  Reference  Level  On  The  Spectrum  Analyser 

At  the  beginning  of  each  monitoring  period  the  reference  level  on 
the  spectrum  analyser  is  reset  to  allow  for  any  variation  in  the 
noise  level. 

The  procedure  used  to  set  the  reference  level  is  to  take  a  video 
average  of  as  many  samples  as  the  user  selects,  then  measure  the 
noise  level  of  the  channel,  and  then  set  the  reference  level  to  45  dB 
above  this.  The  process  is  repeated  until  consecutive  levels  differ 
by  less  than  5  dB.  This  process  avoids  two  problems;  firstly  when 
an  unusual  signal  arbitrarily  biases  the  noise  level  measurement,  and 
secondly  when  the  noise  level  is  outside  the  spectrum  analyser's 
display  limits. 


2.3.5  adfitLAvCrggC-SglPBiSS 

The  software  initiates  the  video  averaging  of  the  required 
number  of  samples  with  a  straightforward  command  to  the  anal>  ser. 
When  the  analyser  has  finished  the  required  number  of  averages  it 
produces  an  interrupt  to  which  the  software  reacts.  The  status  byte 
of  the  analyser  is  then  checked  to  ensure  the  interrupt  was  for  the 
required  reason  (an  error  message  will  occur  otherwise,  but  then  the 
software  will  continue)  and  then  the  interrupt  is  reset  and  the 
software  continues. 


2.3.6  Readina  Data  From  The  Video  Averaae  Display 

The  video  average  display  is  read  using  a  single  element 
transfer  mode.  This  enables  data  to  be  transferred  with  power  (y 
axis)  values  expressed  in  dBm’s. 


2.3.7  Analysis  Of  Channel  Spectrum  Data 

Using  the  spectrum  output  from  the  analyser,  the  channel  is  first 
reduced  to  ‘S.N.D.  against  frequency’  (which  corresponds  to 
frequency  slots  defined  by  the  user).  The  process  of  reducing  the 
the  data  to  this  form  involves  three  steps ; 

i.  Find  the  noise  level  of  the  channel. 

ii.  Convert  from  power  to  S.N.D.. 

iii.  Determine  the  level  for  each  user  defined  frequency  slot. 

In  order  to  identify  authorized  accesses,  the  S.N.D.  data  are 
compared  with  a  simple  model.  This  model  describes  the  minimum  S.N.D. 
of  an  authorized  access  over  the  frequency  range  of  that  authorized 
access.  If  the  channel  has  a  S.N.D.  level  greater  than  that  given  by 
the  model  then  it  is  assumed  an  authorized  access  is  present  on  the 
channel.  The  software  continues  whether  an  authorized  access  is 
present  or  not,  and  sets  the  ’authorized  access  present’  flag  as 
necessary. 

The  next  stage  is  to  quantize  the  S.N.D.  level  for  each  frequency 
slot.  The  S.N.D.  equivalent  to  the  signal  level  is  converted  to  an 
index,  which  corresponds  to  the  number  of  S.N.D.  increments  above 
the  threshold  level.  'The  first  S.N.D.  level  is  at  index  one  and  a  zero 
index  indicates  the  level  is  below  the  threshold  value. 


:  *.8  Graphical  Display  Of  Data 

After  each  sample  has  been  analysed  a  graphical  display  is 
produced  in  the  form  of  a  bar  graph,  liiis  bar  graph  overlays  a  grid, 
which  displays  the  resolution  of  both  the  S.N.D.  and  the  frequency. 
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Figure  2.3  -  Display  Output  Grid  Of  ‘INTLOG* 

Also  displayed  is  a  short  message  indicating  the  existence  of;  an 
authorized  access,  interference  or  an  empty  channel.  When  an 
authorized  access  is  present  the  bar  graph  is  plotted  in  blue 
otherwise  it  is  plotted  in  red  (this  gives  easy  visual  indication  of 
the  state  of  the  channel  in  the  last  sample). 


2.3.9  Loaaina  Monitored  Data 

After  each  sample  has  been  analysed  the  results  are  logged  into 
a  two  dimensional  array.  The  length  of  time  over  which  the  sample 
was  collected  is  recorded,  and  this  length  of  time  is  cumulatively 
added  to  any  element  of  the  (S.N.D.,  frequency)  array  for  which  an 
interferer  was  detected. 

Also  recorded  is  the  total  length  of  time  that  valid  interference 
monitoring  (in  any  period)  takes  place  (i.e.  when  no  authorized  access 
is  present).  The  total  time  authorized  accesses  were  present  are  also 
recorded  giving  a  total  picture  of  the  channel  activity  during  a 
monitoring  period. 


2.3.10  Storina  Monitored  Data  Into  A  File 

When  a  monitoring  period  is  completed,  the  record  of  the  sampling 
times  and  parameters  of  the  umpling,  are  stored  into  a  data  file 
along  with  the  two  dimensional  (S.N.D.,  frequency)  array  of  monitored 
interference  occurrences. 

Only  at  the  end  of  a  monitoring  period  is  the  data  file  created 
and  the  dan  stored,  then  the  file  is  closed.  This  enables  the  files  to 
be  accessed  at  other  times  to  do  intermediate  analysis  of  the  results 
(e.g.  use  INTDISP  to  review  data  collected  up  to  this  point).  This 
facility  also  gives  the  opportunity  to  replace  the  mass  storage  media 
if  it  is  full  (e.g.  put  in  a  new  floppy  disc). 


INTDISP  is  the  complementary  software  to  IHTLOG.  Its  purpose  is 
to  enable  analysis  of  the  data  recorded  by  INTLOG.  The  data  can  be 
analysed  using  a  variety  of  techniques  according  to  the  information 
required  by  the  user.  The  analysed  data  can  be  output  in  graphical 
form  (2  or  3  dimensional  representation)  or  in  a  tabulated  form 
(displayed  on  the  screen  or  output  onto  a  printer). 

Another  function  of  INTDISP  is  to  rationalize  the  sequential  data 
files  created  by  INTLOG.  This  produces  a  single  ‘mass’  data  file 
containing  all  of  the  monitoring  parameters  and  data,  which  is  more 
economical  with  storage  as  it  only  requires  a  single  record  of  the 
sampling  parameters. 


3.2.2  Reading  Data 


Data  for  INTDISP  is  either  read  from  consecutive  files  created 
by  INTLOG,  or  a  single  ‘mass’  file  created  by  INTDISP  from  these 
consecutive  files.  Records  of  data  within  INTDISP  are  identical 
wherever  they  may  have  been  read  from,  thus  making  no  effect  on 
the  rest  of  the  software. 

For  INTDISP  to  read  the  data  files  it  is  required  that  the  user 
enters  the  file  name.  The  file  name,  if  consecutive  files  are  being 
used,  is  the  prefix  as  entered  in  INTLOG  (‘file_prefix’).  Also  the 
number  of  consecutive  files  must  be  entered  (n),  thus  these  files 
must  begin  with  ‘file_prefix’(0)  and  end  with  ‘file_prefix’{n-l).  If  a 
single  mass  file  is  being  used,  as  created  by  INTDISP,  then  the 
complete  file  name  must  be  entered.  When  prompted  for  the  number  of 
files  a  zero  is  entered  to  indicate  a  mass  file. 


3.2.3  Storing  Data 

Store  data  is  used  to  store  all  of  the  present  data  into  a  single 
‘mass'  file.  This  is  usually  done  to  rationalize  a  group  of  consecutive 
files  but  could  be  used  to  make  a  copy  of  the  mass  file  currently  in 
use.  A  prompt  occurs  for  a  file  name  and  the  file  is  stored  under  this 
name.  If  the  file  already  exists  it  will  not  be  over  written,  but  the 
prompt  will  be  repeated.  A  mass  file  contains  all  of  the  information 
that  is  contained  within  the  group  of  consecutive  files,  thus  after 
creation  of  the  mass  file,  the  consecutive  set  of  files  may  be 
deleted  (purged). 


3.2.4  Analysis 

When  the  analysis  option  is  chosen  from  the  main  softkey  menu 
another  softkey  menu  replaces  the  main  menu  with  the  types  of 
analysis  (output  statistics)  that  can  be  performed. 


i.  Parameters 

When  any  of  the  analysis  options  are  selected  two 
parameter  lists  are  displayed  on  the  screen. 

On  the  left  hand  side  of  the  screen  are  listed  the  ‘Data 
Parameters’;  these  are  a  standard  list  of  the  parameters  used 
when  the  data  was  sampled  using  INTLOG.  The  data  parameters 
are  the  same  for  all  the  options  and  are  displayed  as  a  guide 
to  values  that  could  be  entered  to  alter  the  default 
calculation  parameters. 

The  ‘Variable  Parameters’  give  a  specialized  list  of 
parameters  that  are  relevant  to  the  type  of  analysis  chosen. 

The  variable  parameters  can  be  altered  using  softkey  options, 
and  the  value  entered  must  be  within  the  possible  range  for 
that  parameter  or  it  will  not  be  accepted.  When  the  variable 
parameters  are  as  required  the  ‘SET*  softkey  should  be  used 
to  indicate  this,  and  then  the  output  values  are  calculated. 

The  use  of  these  parameters  include  controlling  the  range 
of  values  that  calculations  are  performed  over.  For  example 
the  S.N.D.  threshold  level  could  be  increased  to  include  only 


interfering  signals  of  a  greater  level,  or  the  frequency  range 
of  the  output  data  or  the  calculations,  can  be  reduced.  The 
calculations  in  statistical  output  are  strictly  within  the 
parameters  that  the  user  defines,  and  these  ranges  are 
displayed  on  any  output.  The  setting  of  the  maximum  to  the 
minimum  of  a  range  will  give  information  about  a  single  value. 


ii.  Types  Of  Output 

When  the  output  values  have  been  calculated  the  user  is 
given  the  option  of  how  to  convey  these  values.  The  output 
can  be  in  a  graphical  or  tabulated  form. 

The  situation  where  no  monitoring  data  was  collected  ,(e.g. 
an  authorized  access  was  present  on  the  channel  for  the  whole 
monitoring  period),  is  dealt  with  by  either  displaying  a  band  in 
a  contrasting  colour  for  a  graphical  output,  or  outputting 
asterisks  in  a  tabulated  output. 

Graphical : 

The  giaphical  output  can  be  either  a  two  or  three 
dimensional  representation  of  a  bar  graph,  depending  on  the 
form  of  the  output.  Each  output  graph  has  all  its  axes  labeled 
indicating  the  appropriate  units.  There  is  also  a  title  to 
explain  the  graph,  thus  no  ambiguity  about  the  contents  should 
exist  when  viewing  the  graph  on  its  own. 

The  3D  representation  of  a  bar  graph  has  a  3D  square 
column  to  represent  each  value;  these  columns  are  displayed 
in  solid  colour.  A  further  facility  enables  the  graph  to  be 
viewed  with  a  left  or  right  hand  projection. 


Tabulated : 

A  table  of  values  can  be  output  to  the  printer  or 
displayed  on  the  screen.  The  printer  output  uses  compressed 
print  to  enable  all  of  the  data  for  each  row  to  fit  on  a  single 
line  (in  most  cases).  The  form  of  the  tabulated  values  is 
generally  that  each  row  represents  a  separate  time  segment 
and  each  column  represents  a  slot  in  frequency  or  S.N.D. 
depending  upon  the  statistics  being  output.  As  with  the  graphs 
the  tables  are  titled  and  fully  labelled  to  enable  them  to  be 
used  as  a  reference  on  their  own.  The  facility  is  given  to 
print  the  data  and  calculation  parameters  used  onto  the 
printer. 


Hi.  OutPUL5ttliai« 

f-yji-xan : 

(‘Frequency  from  N.C.F.  (kHz)’  vs  ‘S.N.D.  Level  (dBHz)'  vs  ‘time‘) 
file  values  calculated  for  this  output  are  the  mean  S.N.D. 
level  of  interferers  at  each  frequency  dr.ring  each  time 
segment.  Note  this  is  the  mean  of  the  S.N.D.  levels  that  exceed 
the  threshold,  and  is  not  just  a  mean  of  the  total  time 
segmenfs  S.N.D.  level  at  that  frequency. 


"Frequency  from  N.C.F.  (kHz)’  vs  ‘The  probability  of  an 
interfering  signal’  vs  ‘time’)  _ 

This  is  a  representation  as  a  probability  that  a  signal  was 
above  the  S.N.D.  threshold  level  during  a  time  segment  at  a 
particular  frequency.  The  calculation  of  the  length  of  time 
that  a  signal  at  a  particular  frequency  was  above  the 
threshold  level  during  a  time  segment  is  used  to  derive  the 
probability. 


(^S.N.D.  level  (dBHz)’  vs  ’The  probability  of  an  interfering 
signal’  vs  ‘time’) 

This  is  a  representation  as  a  probability  that  a  signal  was 
within  the  entire  frequency  range  during  a  time  segment  at  a 
particular  S.N.D.  level. 

p(l)  »  (l-p(no  int.  at  level  1)) 

-  [l-ni{p(no  int.  of  freq.  i  at  level  1))) 


ntnn  vs  t.  Diiif)  vs  t : 

These  are  specific  cases  of  p(f)  and  p(l)  respectively. 
They  are  p(f)  given  a  particular  S.N.D.  level  and  p(l)  given  a 
particular  frequency. 


on>L)  vs  t  :  , 

(•S.N.D.  level  (dBHz)’  vs  ’The  probability  of  an  interfering 
signal  above  S.N.D.  level  L’  vs  ‘time’) 

This  is  a  representation  as  a  probability  that  a  signal  was 
within  the  entire  frequency  range  during  a  time  segment  at  a 
S.N.D.  level  greater  than  a  particular  S.N.D.  level.  This  is  the 
cumulative  distribution  of  the  p.d.f  p(l). 


(‘Proportion  of  time  an  authorized  user  was  using  the  channel’ 
vs  ‘time’) 

The  values  for  each  discrete  time  segment  can  indicate 
the  length  of  time  monitoring  was  carried  out  for  each  time 
segment.  This  would  be  the  opposite  proportion  of  the 
authorized  access  time  (e.g.  if  authorized  accesses  were 
monitored  30  %  of  a  time  segment  then  70  %  of  the  same  time 
segment  was  used  to  monitor  for  interference). 


Conclusion  And  Further  Development 


Conclysion? 

The  conclusions  presented  here  relate  to  the  effectiveness  of 
the  system  created  and  its  usefulness  from  an  operational  point  of 
view. 

The  system  has  been  proved  to  work  and  it  has  been  setup  and 
used  at  short  notice.  The  analysis  produced  by  TNTDISP*  has  been 
sufficent  for  the  requirements  to  date.  Thus  the  present  system  is 
adequate,  but  a  review  of  its  development  possibilities  is  given. 

The  development  of  the  system  includes  making  an  assessment 
of  the  present  system  and  identifying  any  inefficiencies  or 
restrictions.  Two  aspects  can  be  considered,  firstly  the  improvement 
of  the  system  when  operating  under  its  initial  requirement  and 
secondly  the  development  of  the  system  to  work  in  other  less  well 
defined  situations. 


Sflftwgre.  Enhapcementi 

As  previously  stated  the  system  does  fulfill  its  initial 
requirement,  thus  it  can  be  assessed  that  no  restrictions  exist  for 
this  type  of  monitoring.  The  aspect  of  improving  the  efficiency  has 
several  points.  The  software  itself  has  areas  where  more  efficient 
coding  could  be  introduced,  e.g.  the  averaging  of  samples  by  the 
spectrum  analyser  could  be  triggered  directly  the  previous  sample 
has  been  read,  thus  the  averaging  process  of  the  spectrum  analyser 
could  be  concurrent  with  the  quantization  process  of  the  software 
TNTLOG*.  Other  improvements  include  the  optimization  of  computing 
time  for  calculating  the  noise  level,  and  this  could  be  achieved  by 
rewriting  any  computationally  expensive  code  in  Pascal  and  producing 
CSUBs  that  are  accessable  from  BASIC. 

The  algorithm  for  calculating  the  noise  level  (using  the  Lj  norm) 
may  be  improved  in  certain  circumstances  by  using  norms  other  than 
the  Li  norm.  Using  values  of  less  than  one  in  the  norm  definition, 
(e.g.  norms  where  x<l),  produces  some  good  approximations  when 
applied  to  noise  level  estimation.  The  definition  of  these  calculations 
are  the  same  as  with  x>«l  but  they  are  not  valid  norms  as  they  do 
not  obey  the  axioms  of  norms. 


Software  dtxclfliimeim 

The  case  of  applying  the  system  to  other  situations  depends  on 
there  being  enough  flexibility  to  accept  the  requisite  new  parameters. 
The  sampling  parameters  that  define  the  spectrum  analyser’s 
acquisition  and  the  quantization  parameters,  are  adequately  flexible 
to  incorporate  most  sampling  configurations.  The  resirictions  that 
exist  in  the  present  system  include  the  IS  minute  monitoring  periods, 
although  this  could  easily  be  altered  to  accept  any  length  of  time. 


Also  the  action  of  the  software  when  an  authorized  access  is 
present  on  the  channel  may  not  be  desirable;  the  software  ignores 
any  sample  where  an  authorized  access  is  present.  A  more  desirable 
response  may  be  to  just  ignore  the  authorized  access  and  monitor 
any  interference  in  other  parts  of  the  channel,  or  even  to  include 
the  authorized  access  in  the  monitoring,  and  then  it  can  be  viewed 
with  the  interference  using  ‘INTDISP'.  The  model  used  to  recognize  an 
authorized  access  needs  to  be  flexible,  to  incorporate  any  required 
signal  pattern  of  S.N.D.  against  frequency. 


The  noise  level  of  a  channel  is  taken  as,  the  level  which  is  a  best  fit 
to  all  the  power  levels  measured,  at  all  frequency  components,  using  the 
non-Euclidian  norm  Lj  (||  .  ||j). 

i.e.  Min||h-Y|||  h  -  Estimated  noise  level 

Y  -  Vector  of  measured  power  levels 

where  ||A||]  «  Bajl 

Min||«-Yl|  -  Miniaft-yjl] 

The  minimization  of  this  function  is  achieved  using  an  optimization 
scheme,  the  Golden  Section  Search  (GSS),  optimizing  for  ft.  . 

The  GSS  is  analogous  to  the  method  of  bisection  for  root  finding,  and 
has  a  similar  convergence  factor  of  approximately  1 .3  (i.e.  errors  decrease 
as  «*■  ,  where  <  is  the  error,  at  each  iteration).  The  initial  values  for  the 
GSS  are  taken  as  the  minimum  and  maximum  values  of  the  measured  power 
levels  (obviously  ‘n'  (the  true  noise  level)  must  be  bracketted  by  these 
values).  Below  is  the  format  for  the  search  algorithm  (assuming  the  search 
is  for  a  minimum  error  value). 

Power  Level 

a  -  minimum  power  level 
b  *  maximum  power  level 
t »  b-a 
xj  -  b-/5f 
X2  •  a+zSt 
fi  -  (V5-l)/2 

Figure  A.l  -  Initial  Values  For  The  GSS 


At  each  power  level  (a,b,Xi,X2)  the  value  of  the  Lj  norm  associated  with 
each  level  compared  with  the  channel  is  calculated. 

e.g.  E(a)  •  MinQa-yjl  “ 

This  gives  a  set  of  error  values  (<a,cb,tX],cx2). 

The  value  of  ‘E(x)'  is  an  indication  of  how  good  a  fit  the  level  ‘x’  is  to 
the  channel,  thus  it  is  this  value  being  minimized. 

If  <X2^tX]  then  X2and  'a'  bracket  the  minimum 
otherwise  Xj  and  ‘b’  bracket  the  minimum. 

Thus  the  new  bracketing  pair  are  used  for  the  next  ‘a’  and  'b'  in  the 
second  iteration.  Only  a  single  x  value  is  required  to  be  calculated  in  the 
second  and  subsequent  iterations,  as  the  x  value  not  in  the  bracketing  pair 
can  be  used  as  one  of  the  internal  x  values,  this  due  to  the  selection  of  p 
to  satisfy  this  condition. 

The  iteration  procedure  is  continued  until  the  range  between  the  two 
bracketing  levels  is  to  within  a  specified  tolerance.  This  is  normally  set  to 
0.5  dB  in  the  software. 


APPENDIX  B 

Converting  From  Power  To  Signal  To  Noise  Density 


Converting  From  Power  Spectrum  To  S.N.D. 

Initially  the  spectrum  read  from  the  spectrum  analyser  is  adjusted  to 
a  relative  measurement  by  subtracting  the  noise  level, 
i.e.  V  -  Y-ft 

ft  «  Linear  power  of  noise  level 

Y  -  Linear  power  levels 

Y*  -  Normalized  Linear  power  levels 

Then  the  signal  to  noise  density  is  given  by 

SND  -  Y’/Hq 

where  nQ«ft/(1.2*r) 

r  -  Resolution  bandwidth  of  the  spectrum  analyser 

1.2*r  «  The  assumed  noise  bandwidth  of  the  analyser  filter  [1] 


[I]  Reference  -  Hewlett  Packard  Spectrum  Analyser  Series,  Application 
Note  150-4.  Spectrum  Analysis,  Noise  Measurements,  April  1984. 


Determining  A  Level  For  Each  User  Defined  Frequency  Slot 


Determining  A  Level  For  Etch  User  Defined  Frea  Slot 


The  purpose  of  the  software  is  to  detect  interferers,  thus  it  is  for 
this  reason  that  the  representation  level  for  each  frequency  slot  is  taken 
as  the  maximum  level  found  within  that  slot,  indicating  an  interferer  at  that 
level. 

The  SND  levels  for  each  slot  are  then  converted  from  a  linear 
measurement  to  dBHz  (  SND  (dBHz)  -  lO'logj^^SND  (Lin))  ).  The  values  are 
recorded  into  a  single  dimensional  array  referenced  by  the  appropriate 
frequency  slot. 


APPENDIX  D. 

Comparison  Of  Norms  For  Measuring  A  Noise  Level 


Below  is  a  representation  of  the  level  that  each  of  the  listed  norms,  if 
used  as  the  best  fit  criterion,  would  estimate  as  the  noise  level  in  a 
channel  with  interference  present. 

n  •  the  mean  noise  level 
ft  >  estimated  noise  level 
Y  •  measured  power  levels  of  channel 

Loo  norm  (|l.||oo)  -  Chebyshev  approximation  (minimax) 

Min||ft-YI|oo  -  MinlMaxIft-yjll 


ft 


n 

L2  norm  (II.II2)  -  Least  squares  approximation 

Min||ft-YK2-  Min{B(ft-yi)ni 

ft 

n 

Lj  norm  (||.|||) 

Min|Ift-Y|lj  »  Min(3ft-yj|] 

ft 


n 


APPENDIX  E. 
Software  Statistics 


‘INTLOG’  '  Monitorine  Software 

Program  Segment 

Size  (bytes) 

MAIN 

61A2 

1 ni t  r««et 

11S8 

V i dive 

978 

Rtidti 

S08 

Sitrif 

1088 

Ana  1 yc i • 

1248 

Courtcf  req 

1888 

1 1  mar 

518 

FNL  i  n 

344 

FNCheckautuaa 

810 

FNNaannol aa 

1842 

FNLlnorn 

802 

L  og i nt  s 

730 

S a  t  upca 1 <  b 

1428 

Ca ( pa  rams 

2222 

Null 

244 

0 i ape  a  1  i  b 

1982 

Avaparams 

1888 

Satupusr 

2828 

0 1 apus  r 

1228 

D  f  apt  <  ma 

304 

Strdaf aul  ts 

852 

gaadaf  au  1 1  s 

1180 

Graphs 

958 

Rstdt  f ets 

810 

Code  Language 

iASlC 

•  ASIC 

•  ASIC 

•  ASIC 

•  ASIC 

•  ASIC 
KASt  C 
BASIC 
BASIC 
BASIC 
BASIC 
BASIC 
BASIC 
BASIC 
BAS  1  C 
BASIC 
BASIC 
BAS  1  C 
BAS  1  C 
BASIC 
•  ASIC 
BASIC 
BASIC 
BASIC 
BASIC 


Total  size  of  TNTLOG*  -  33102  bytes 


Totals  number  of  lines  of  code  -  758 


INTDISP’  -  Statistical  Analysis  Software 


Program  Segment 

MAIN 
Rdataf t 
6r aphaSd 
Rtadata 

Def f ace 
Nul  I 

Readflisdat  a 

Analysis 

Choutput 

Parameters 

Oef temp 

Table 

Graph$2d 

Display 

Setuvwxyza 


Total  size  of 


Size  (bytes)  Code  Language 


4300 

1336 

7806 

960 

660 

352 

612 

2782 

4158 

70U 

4310 

5262 

4846 

4494 

482 


8AS1C 
RASIC 
RASIC 
BASIC 
BASIC 
BAS  I  C 
BASIC 
BASIC 
BAS  1  C 
BASIC 
BAS  I  C 
BASI  C 
BAS  I  C 
BASI  C 
BASI  C 


TNTDISr  -  49374  bytes 


Totals  number  of  lines  of  code  »  1416 


APPENDIX  F. 

Example  Of  Input  Parameters  For  ‘INTLOG’ 


1  AUTOMATIC  INTEftFEAENCE  MONITORING  | 

I  {Calibration  parMnetara)  ) 


Cantor  fraquaney  MNt 

Fraquancy  Itanga  *17.5  KH2  froa  NCF  to  «  17.5  KHz  in  2.5  KHz  steps 
Rasolution  Bandwidth  1  KHz 
Video  Bandwidth  t  KHz 
Swaap  300  Mac 

NiiHbar  of  video  averages  is  20 

Threshold  level  for  sig  noise  duty  snnltorlng  Is 
Max  sig  noise  dnsty  abo^  threshold  level  is 
Rasolution  of  sig  noise  dnsty  level  is 


SO  cBHz 
40  dBHz 
2  dBHz 


1 

CHANGE  PARAHS  | 


I  I 

lUPOATE  DEFAULT) 


I  CONTI  HUE 


Figure  F.l  -  Display  Of  Calibration  Parameters 


ZULU  TIME 

.  12;10:Z7 

I  AUTOMATIC  INTERFERENCE  MONITORING  |  ZA  Mpr  1988 

I  (uur  parMRtcrA)  | 


FUtnaw  pretiA  - 

(No  fllo  nwie  data  wfU  not  be  stored) 

Stert  time  of  monitoring  -  1Z;1S;00  24  Mar  1988 

Duration  of  monitorina  (maber  of  1/4  hra)  -  96 

finiali  time  of  monitoring  -  12:16:00  2$  Mar  1988 


ZULU  TIME 
FILE  NAME 


(ZULU  DATE  lETART  TINE  |FINISH  TIME  | 

INUM  INTERVALS  {START  DATE  (FINISN  DATE  |C0NTINUE 


Figure  F.2  -  Display  Of  User  Parameters 


APPENDIX  G. 

Example  Of  Display  For  ‘INTLOG’ 


ZULU  TIME 

.  13:49:18 

AUTOMATIC  interference  MONITORING  |  24  Har  1988 


MONITORING  *** 

Last  Period  Int  Monitored  •  87  X  of  ttae  Period  *  1  out  of  95 

This  period  besan  •  13:45:00 
Lest  sampled  recorded  end  finishs  *  14:00:00 

INTEFERENCE  ON  THE  CHANNEL 

Data  file  *  1 

S.N.D.  Threshold  •  30  dBHz 
S.N.D.  Resolution  •  2  dBHz 
C.F. 

Freq  Span  ‘  40  ICHz 


I  I  I  I 

I  I  I  I 

Figure  G.l  -  Display  From  ‘INTLOG’  Having 
Monitoring  Interference 


ZULU  TIME 

.  U:0Z:Z8 

I  AUTOMATIC  INTEAFEAENCE  MONlTOaiNG  |  Zi  Mtr  1988 


MOMlTOajNG 

Lut  Period  Int  Monitored  -  87  X  of  tine 

Lett  templed  recorded 
AN  AUTHOaiZEO  ACCESS  OH  THE  CHANNEL 


S.N.D.  Threshold  -  30  dBHi 
S.N.D.  Resolution  ■  Z  dBNz 
C.F. 

Frsq  Spsn  ■  40  KHt 


Period  •  Z  out  of  95 
This  period  begsn  -  14:00:00 
end  fInIshs  ■  14:15:00 

Dots  file  ■  Z 


I  I  I  I 

i  i  I  I 

Figure  G.2  -  Display  From  ‘INTLOG’  Having 
Monitoring  An  Authorized  Access 


APPENDIX  H. 

Example  Of  Analysis  Parameters  For  ‘INTDISP* 


Data  PwMtttrt 


Tfw  from  •  W.OO-.OO  16  P«b  19BB 
to  -  16:30:00  17  f«b  1908 
In  1/4  hour  otopo 

Range  of  SIIO  level  •  30  oBNz 
to  •  70  d>M 
In  ■  2  OBhz  atepa 

■  NHI 

frag  apart  •  20  KHz  ♦/.  pcF 
Step  alze  •  2.5  KHi 

Aetpjitltlon  Oetalla  :- 
Video  average  •  20 
Video  bandwidth  -  1 
Sweep  (im  .  jgo 


Variable  Paranetera 
for  Data  Output 

rime  Span,  Start  -  18:00:00  16  Feb  1988 
Finish  -  16:30:00  IT  Feb  1988 
Ti«e  ine  ■  1  1/4  hours 

threshold  ■  30  dIHz 
Rax  tabulated  level  ■  68  dRHz 
Rax  SND  used  for  calc's  •  70  dSHz 
(Step  size  •  2  dSHz  ) 

Frag  span,  start  -  -17.5  kHz 
finish  -  17.5  KHt 


START  TIHE 

finish  tine 


I  Ithubsholb 

|NAX  TA8  LEVEL  |NAX  SND 


(START  FRED 
(finish  FRED 


(  time  INC 
I  SET 


Figure  -  Display  Of  Data  And  Variable 
Parameters  From  ‘INTDISP’ 


APPENDIX  1 

Examples  Of  Output  Statistics  From  ‘INTDISP’ 


INTCRTCRCR  LZVEL  v«  PROWDILITY  OF  IMTERrElltll  CRCnTOt  THtW  L  CCCT » 

<  -17.5  <  rREO  <  17.5  KHi  W  NCFJ  v«  TIHE 


IE  rah  19m 


IEi3S:DB 
IF  rah  ]988 


SND 

LEVEL 

•IBHz 


Figure  1.3 


Example  Of  A  Cumulative  Distribution 


iBieetBB 
^•h  1068 


.rv.„. 


PROBRBILITY  OF 
(  -12.5 


INTERFERER  AT  LEVEL  GRERTER  THAN  40  dBHz 
<  FREQ  <-l2.5  KHz  OF  NCFJ  v»  TIME 


1 


p(1>L) 
IL»  40 
dBHz) 


■L 

18:00:00 
16  Feb  1966 


16:30:00 

TIME  17  Feb  1986 


Figure  I.S  -  2D  Graph  Representation 


PROPORTION  OF  TIME  IN  R  PERIOD  THAT 
RN  RUTHORISED  RCCEBB  NRB  PREBENT 


Figure  1.6  -  An  Example  Of  Authorized  Use  Analysis 


mOBABILITY  OF  All  INTEAFERER  OAEATEII  TMAA  A  LEVEL 
(  -12.!  <  FREQ  <-12. S  KHZ  OF  NCF)  v*  TIME 


TIME  •  PtORARILITY  OF  INTERFERER  AT  LEVEL  (dBHZ  >  THRESHOLD) 


16  Feb  1988 

60.0 

42.0 

66.0 

46.0 

68.0 

50.0 

52.0 

S4.0 

56.0 

58.0 

60.0 

62.0 

18:00:00 

.215 

.099 

.076 

.026  0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

18:30:00 

.176 

.174 

.176 

.176 

.176 

.091 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

19:00:00 

.266 

.202 

.202 

.202 

.180 

.081 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

19:30:00 

.136 

.056  0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

20:00:00 

.091 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

20:30:00 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

21:00:00 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

21:30:00 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

22:00:00 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

22:30:00 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

23:00:00 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

23:30:00 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

0.0 

17  Feb  1988 


00:00:00 

0.0 

0.0 

0.0  0.0 

0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

00:30:00 

0.0 

0.0 

0.0  0.0 

0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

01:00:00 

0.0 

0.0 

0.0  0.0 

0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

01:30:00 

0.0 

0.0 

0.0  0.0 

0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

02:00:00 

0.0 

0.0 

0.0  0.0 

0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

02:30:00 

0.0 

0.0 

0.0  0.0 

0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

03:00:00 

.386 

.265 

.103  .026  0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

03:30:00 

0.0 

0.0 

0.0  0.0 

0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

06:00:00 

.315 

.102 

.052  .052 

.026  0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

06:30:00 

.896 

.375  0.0  0.0 

0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

05:00:00 

**** 

•***  Mr*« 

**** 

****  M** 

•••• 

*.*• 

05:30:00 

.762 

.706 

.688  .608 

.673 

.377 

.306  .156  0.0 

0.0 

D.O 

0.0 

06:00:00 

.963 

.961 

.961  .961 

.961 

.936 

.926  .813  .  210  0.0 

0.0 

0.0 

06:30:00 

.969 

.969 

.969  .  969 

.968 

.962 

.895  .601  .158  0.0 

0.0 

0.0 

07:00:00 

.938 

.938 

.938  .932 

.887 

.737 

.363  0.0  0.0 

0.0 

0.0 

0.0 

07:30:00 

.872 

.860 

.820  .  797 

.763 

.703 

.567  .279  .  029  0.0 

D.O 

0.0 

08:00:00 

.907 

.899 

.867  .820 

.779 

.738 

.U7  0.0  0.0 

0.0 

0.0 

0.0 

0e:tt:00 

**** 

•••• 

09:00:00 

.239 

.069 

.069  .069 

.069 

.069 

.069  .069  .025  0.0 

0.0 

0.0 

09:30:00 

.681 

.681 

.681  .681 

.681 

.681 

.681  .681  .667 

.302 

.053  0.0 

10:00:00 

.216 

.196 

.173  .150 

.150 

.150 

.150  .150  .127 

.053  0.0 

0.0 

10:30:00 

.966 

.966 

.966  .966 

.966 

.966 

.966  .960  .916 

.635 

.051 

0.0 

11:00:00 

.833 

.828 

.828  .823 

.817 

.817 

.817  .806  .529  0.0 

0.0 

0.0 

11:30:00 

.897 

.896 

.890  .890 

.886 

.866 

.867  .802  .  653 

.286  0.0 

0.0 

12:00:00 

.971 

.971 

.971  .971 

.971 

.971 

.966  .916  .600  0.0 

0.0 

0.0 

12:30:00 

.906 

.889 

.766  .550 

.550 

.550 

.538  .308  0.0 

0.0 

0.0 

0.0 

13:00:00 

.516 

.516 

.676  .627 

.627 

.627 

.627  .263  0.0 

0.0 

0.0 

0.0 

13:30:00 

.086 

.029  0.0  0.0 

0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

16:00:00 

0.0 

0.0 

0.0  0.0 

0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

16:30:00 

.329 

.236 

.098  .025  0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

15:00:00 

.625 

.208 

.163  .121 

.050  0.0 

0.0  0.0  0.0 

D.O 

0.0 

0.0 

15:30:00 

.225  0.0 

0.0  0.0 

0.0 

0.0 

0.0  0.0  0.0 

0.0 

0.0 

0.0 

16:00:00 

.025  0.0 

0.0  0.0 

0.0 

0.0 

0.0  0.0  0.0 

0  0 

0.0 

0.0 

Figure  1.7  -  An  Example  Of  Tabulated  Output 
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